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ABSTRACT

Because the library cannot be run independently and used by many applications, it is important to detect vulnerabilities in
the library. Fuzzing, which is a dynamic analysis, is used to discover vulnerabilities for the library. Although this fuzzing
technique shows excellent results in terms of code coverage and unique crash counts, it is difficult to apply its effects to
library fuzzing. In particular, a fuzzing executable and a seed corpus are needed that execute the library code by calling a
specific function sequence and passing the input of the fuzzer to reproduce the various states of the library. Generating the
fuzzing environment such as fuzzing executable and a seed corpus is challenging because it requires both understanding
about the library and fuzzing knowledge. We propose a novel method to improve the ease of library fuzzing and enhance
code coverage and crash detection performance by using a test framework. The systems’s performance in this paper was
applied to nine open-source libraries and was verified through comparison with previous studies.
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# XML_Parse(XML_Parser parser, const
¥

str, int len, int flag) {

ofstream log ( Y
log << str;
log.close();

Fig. 5. Seed configuration Type 2.
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id TEST_1() {

API 1(parser, test input, strlen(test input), opts);

id TEST2() {

API_2(parser, test_input, strlen(test_input), flag));

int main(int argc, char
TEST 1();
TEST_2();

Fig. 9. Before replacing FA parameter



594 HAE ZHIE 2

har *FUZZ_INPUT;
FUZZ_INPUT_LEN;
int FUZZ_INT;

*FUZZ_INPUT;
int FUZZ_INPUT_LEN;
int FUZZ_INT;

id TEST 1() {

TEST2() {

APT 1(parser, FUZZ INPUT, FUZZ INPUT_LEN, opts); API 2(parser, FUZZ INPUT, FUZZ INPUT_LEN, flag));

id TEST2() { int main(int argc, argv) {
read_from_fuzzer (&FUZZ_INPUT, &FUZZ_INPUT_LEN, &FUZZ INT);

TEST_2();

API_2(parser, FUZZ_INPUT, FUZZ INPUT_LEN, flag));

return 0;

1t main(int argc, char argv) {

read_from_fuzzer(&FUZZ_INPUT, &FUZZ_INPUT_LEN, &FUZZ_INT); Flg 11. After optimizing executable
TEST_1(); .

WESHIy:

return 0;

=
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Fig. 13.2 #HAd A A8HA ¥ H2E
WaZ2E AAs7] ¢ A shalolr}l. “skips” 7]
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Frof|x] o]& A

Fig. 13. Optimization configuration for fuzzing
executable
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Table 1. Names of target project with its
release version

Project Version (commit ID)
BoringSSL v3945 (d2a0ffd)
c-ares v1.15.0 (a9c2068)
cJSON v1.7.8 (08103f0)
Expat v2.2.6 (39e487d)

http-parser v2.9.4 (ec8bbee)

JSON-C v0.15 (df27756)
LibHTP v0.5.35 (e198e8f)

mpc v1.8.4 (b31e02e)
YARA v3.8.1 (a3784d3)
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Table 2. Process of Fuzzing with its difficulty

. Difficulty Automation
Fuzzing Process - -
Developer Tester OSSFuzz | FuzzBuilder | FuzzBuilderEx

Analyze project and Select FA Low Mid X X @)

Generate Seed Corpus Mid High X 0O )

Generate Fuzzing Executable Low High X 0O )

Fuzzing Test High Low X X X
2 AR A =7 ool HEAte} A= 38 crares ZEAES  “ares parse &
g EEHo 2 HAS AYT 5 S HolFr) “ares_parse_ = AA3h= 971e] FAE Fo4 &
&3l Zlo|t}, T2AEWZ oy /e A A} I}

FuzzBuilderExs 53] 2% AAE A= 329
28] BHAS AF3] $3te] ZEAEY Ay
FASC sk 2212 A= 33 AZ AAste], A
225 vasleleh, FA% s $je HAe] At
o] ¥&= HA diAF FUdE OSSFuzzollA AAE o
A A FdE A AMESta, A= 2
OSSFuzz, FuzzBuilder, FuzzBuilderExA
77y AR AL AREleleh. Al AAY )]
He FAY A4 =3 A w¥zE sl
OSSFuzzollA FAZR AHgsta gle 7oz Agks)
sch

Table 3. Aol 283 Z2AEH FAolt)
Table 3. List of FA
Project FA
CBS_init

BIO_new_mem_buf
BoringSSL SSL_SESSION_from_bytes
d2i_AutoPrivateKey
d2i_X509

ares_create_query
ares_parse *

XML_Parse
XML_Parse buffer

http_parer_execute
http_parser parse url

c-ares

Expat

http-parser

JSON-C json_tokenr parse_ex

http_connp_open
LibHTP htp_connp_req data
htp_connp_res_data

yr_rules_scan_mem

YARA yr_compiler_add_string
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Table 4. The number of FAs in each project

. Fuzz FuzzBuil
Project OSSFuzz Builder dorEx
BoringSSL 5 3 32
c-ares 10 10 21
Expat 2 2 7
http-parser 2 2 6
JSON-C 1 1 14
LibHTP 3 3 21
YARA 2 2 18
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Table 5. List of fuzzing executable in each project

Project OSSFuzz FuzzBuiler(Ex)
vn_div
vn_mod_exp
client
(;i;l;_sc;izz CBS_init_fuzzer
I{ g BIO_new_mem_buf fuzzer
BoringSSL ppkccsSlZ SSL_SESSION_from_bytes_fuzzer
read_pem d2i_AutoPrivateKey fuzzer
- d2i_X509 _fuzzer
server
session
spki
ssl_ctx_api
ares_create_query_fuzzer ares_create_query_fuzzer
c-ares
ares_parse_reply_fuzzer ares_parse_buffer_fuzzer
parser_[SO_8859_1 fuzzer
parse_US_ASCII_fuzzer
parse_UTF_16BE_fuzzer XML_Parse_fuzzer
Expat

parse_UTF_16_fuzzer
parse_UTF _16LE_fuzzer
parse_UTF 8 fuzzer

XML_Parse_buffer fuzzer

fuzz_parser
http-parser -

http parer execute fuzzer

fuzz url http_parser parse url fuzzer
JSON-C tokenr_parser_ex_fuzzer json_tokenr parse ex fuzzer
http_connp_open_fuzzer
LibHTP fuzz_htp htp_connp_req data_fuzzer
htp_connp_res _data_fuzzer
dex_fuzzer
dotnet_fuzzer
YARA oIf fuzzer yr_rules_scan_mem_fuzzer

pe_fuzzer
rules_fuzzer

yr_compiler_add_string fuzzer
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Table 6. Results of crash and coverage about fuzzing executable

BoringSSL c-ares Expat http-parser JSON-C LibHTP YARA
crash |98 | crash | COVeT | rash | COVET | iagh | COVET | aap | COVET | oo | cover | o | cover
age age age age age age age
0SS
43 15,208 3 729 2 538 763 10 1,173 11 2.351 17 2,565
Fuzz
FI.JZZ 28 8,292 7 912 10 1,491 928 9 1,321 18 2,912 16 2,814
Builder
Fuzz
Builder| 39 13,162 9 926 21 2,125 1,291 10 1,328 25 3,274 31 3,310
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Table 7. Results of vulnerability analysis
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